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PennSeek Access Request Form Instructions
 Section A: Type of Request 
                  1. New/Renew Access - User who has not had prior access to PennSeek, or is renewing access. 
                  2. Terminate Access - User has either terminated from UPHS or no longer requires access to PennSeek.          
 Section B: User Profile 
                  1. All fields are required to be completed in this section. 
                  2. Health System employees must be a level 4 or above to obtain access. University employees must have                       completed HIPAA and CITI training.          
 Sections C & D: Intended use of data obtained from PennSeek. 
                  1. Indicate your intended use by marking the appropriate box (each use type except preparatory research                        requires IRB approval). 
                  2. Briefly describe how you intend to use the data, and how much time it would take for you to acquire this data                        without PennSeek. Please type your input into this section.          
 Section E: University / Research Employees Only 
                  1. If your intended use is for research, indicate appropriate IRB information. 
                  2. If you're a University employee, but using PennSeek for Health System  operations and not research, you need                        only complete the non-IRB questions (HIPAA training, Penn ID, DOB).          
 Signature / Questions: 
                  1. Please read the Confidentiality Agreement and sign and date your request. 
                  2. Please have your Department Chair, Supervisor, or Principle Investigator sign and date the request. 
                  3. Once the form is completed and authorized by employee's department chair, please scan and Email to                     
              Nithya Seshadri -- nithya.seshadri@uphs.upenn.edu 
                  4. Also include a copy of the IRB protocol letter that lists the protocol number of your research study, your name  
             listed as a member of the research staff, and the protocol start date. Access must be renewed once per year, or   
             within one year of the protocol start date, whichever  is sooner.          
PENNSEEK ACCESS REQUEST FORM          
Section A: Type of Request (Select One)         
Type of User (Select one)
Section B: User Profile
Section C: 
Intended use of data obtained from PennSeek
Section D:
Description of use case & amount of time you would otherwise anticipate requiring without PennSeek 
Section E: Access to Clinical Data
Employee's Signature
Chair's Signature
PennSeek Administration Approval
Access appropriately authorized
Date
Date
I understand that in using the UPHS PennSeek System, I may gain access to certain confidential and/or proprietary information, including but not limited to patient clinical, demographic, and financial information. I hereby agree to keep this information, as well as my sign on and password,confidential and not disclose it to others, including other employees, patients, or family members, unless I am otherwise authorized by the Health System or, where appropriate, required by law. If I release such confidential and/or proprietary information without proper authorization or as required by law, I acknowledge that I will lose access to PennSeek and may be subject to disciplinary actions, including termination. 
 
All data from PennSeek should be used in accordance with the standards as defined by Penn Medicine and, if applicable, your Penn IRB approved protocol. You have a responsibility to securely maintain all data received from Data Analytics Center systems, such as, but not limited to, PennSeek. That responsibility includes, but is not limited to, not storing data on unencrypted devices. Any loss or theft of any data you receive should be reported immediately to the IRB, PSOMIS, and Penn Medicine IS.
 
I understand that I must comply with the Health System policies and procedures regarding protected health information under HIPAA and HITECH regulations, including, but not limited to the proper usage and storage of HIPAA protected data. 
 
See UPHS policy: http://uphsxnet.uphs.upenn.edu/healthispl/pdf/20170209_DataProtection.pdf         
Confidentiality Agreement
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